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PC - Mac - Tablet - Smartphone - Embedded device

WiseMo Browser Guest module WiseMo Host module
on your PC, Mac or Linux on your computer or device

Internet

\ Windows
LT\ Win Mobile/CE
Android

Mac

Premises based

Introduction

WiseMo develops software for remote control between computers and devices, for example
between PCs, Servers, Mac computers, Smartphones, Tablets, and other handheld or un-attended
devices.

The WiseMo Guest module runs on the computer or device from where you want to access and
take remote control of other computers and devices. The WiseMo Host module runs on computers
and devices to prepare them for access by users with a WiseMo Guest module. The Guest and Host
modules are available on various platforms and operating systems.

WiseMo myCloud is a web based service by WiseMo, where you get your own domain, which
groups your Guest and Host modules together, so your Guest modules easily can access your Host
modules via the Internet without having to configure firewalls, proxies or routers. Connectivity is
done via a secure web-based solution consisting of a distributed network of Connection Servers
(CS) routing traffic between Guests (G) and Hosts (H) solving connectivity in the Cloud.
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WiseMo myCloud also provides you with Browser based Guest functionality and Deployment
options for easy deployment of Guest and Host modules. You can create multiple User Accounts for
your domain so multiple users can access the myCloud domain. You can assign different roles to
such User Accounts.

WiseMo myCloud is a subscription based service, where you pay based on the number of Hosts
that becomes part of your domain, while you can have as many Guest modules connected to your
domain, as you like. myCloud enabled Guests can connect to Hosts via myCloud connectivity over
the Internet, but also directly using TCP/IP on your own managed network, in which case data is
NOT transferred via myCloud / the Internet !

An easy way to use myCloud for connectivity over the Internet is to deploy Guest and Host
modules from your myCloud domain, as the modules will then be pre-configured for myCloud
connectivity, and ready to run with the least possible configuration needed.

WiseMo develops cloud based and premises based remote control software for use
between computers and devices, e.g. between PCs, Servers, Mac, Smartphones,

\‘\\‘\ Tablets, and other handheld or un-attended devices. Our cross platform solutions target
the commercial and industrial remote support and management (RSM) market.

For more information, see www.wisemo.com.
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1. Start working with myCloud

To start working with myCloud you should go to https://mycloud.wisemo.com and create your own
myCloud domain. Follow the Create a domain guide below.

After you have created your own domain, you can use it for deployment of the Guest and/or Host
modules. Follow the Deploy modules guide below.

WiseMo myCloud has a built-in Browser based Guest module, so you need only to deploy Host
modules to start enjoying the benefits of WiseMo myCloud. In addition to the Browser Guest, you
can also deploy and use our Mobile and Desktop Guest modules, for example if you like to access
Hosts from your Smartphone or Tablet or from our installable Guest module for Windows PCs.

When the modules are deployed you can start using the myCloud service for connections between
Guests and Hosts. Please follow the Connect via myCloud guide below.

2. Create a domain

Follow the guide below to create your own myCloud domain:

1. Open an internet browser and go to https://mycloud.wisemo.com. The following page will open:

wMwisemo

Please enter your user name and password. Your user name will usually be your email address.

[ Sign in ]

If two-factor authentication is enabled for your account, please enter the verification code
shown by the authenticator app as well. Go to "Settings | My profile” to configure two-factor
authentication when you have logged in.

User name:

name@example.com

Password:

Two-factor verification code:
6 digits, leave empty if not configured

Forgot your password?

Can't access your two-factor verification code?

|| Remember me on this computer

@ If you are a new user you can create a new domain.

@ 2010 - 2018 WiseMo A/S . Remote Control Software for PCs, Mac, Mobile and Embedded systems | Privacy

Note

When you create your own myCloud domain a User account is also created. This first User account
will initially belong to the Administrator role and will be used as the primary contact for the
domain. Additional user accounts can be created later, so you can provide multiple users with
access to your domain. There can also be multiple Administrator accounts; however one has to be
the primary administrator account.
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2. Click on the link create a new domain. The following page will open:

Create new domain

Welcome to WiseMo myCloud —cloud and premises based Remote Control software

First you need to create your own myCloud remote control domain. The domain groups together WiseMo
Guest and Host modules installed on your PCs, Mac, Smartphones and other mobile devices. It provides
you with download links, to easily deploy Guest and Host modules to your computers, and it permits you
to invite others to join your domain. It also allows you to browse pricing options, available to you after
expiration of the free 30 days trial period.

A domain must have a unigue domain name and at least one user, who is the domain administrator.

Domain information
. «
Domain name:
The Domsin name is used as part of the communication settings for the WiseMo Guest and Host soffware. It

must be unigue and minimum 3 characters. Characters accepted: alphanumeric characters, underscore (),
hyphen (-).

Country: !

Select country v

Time zone:~

(GMT+01:00) Amsterdam, Berlin, Bern, Rom, Stockholm, v

Domain administrator account

Email:”

The email agdress is used for sending an activation link and it also serves as your User name, during sign-in to

3. Fill-in the form:

Note
After a trial period WiseMo myCloud is a payable service you can subscribe to.

The primary contact of the domain is the contact person who will be contacted with billing
information or other important domain specific information.

Domain name* Specify a name of your own choice. It can for example be the
company name or your last name. The domain name must be
unique. If the name entered isn’t unique you will have to modify it
until it is unique.

The domain name is part of the myCloud communication settings
of the WiseMo Guest and Host software.

A domain name must be at least 3 characters.

Country* Select the country where you live.

Time zone* Specify your time zone. The User Interface will show the time
adjusted to the time zone.

Email* Specify your email address. This email address is used as your
User name when logging on to your myCloud domain.

It is also used to send you an initial activation link, so make sure
the email address you specify will deliver you the emails sent to it.
The email is also used by WiseMo for contacting you with
information about your domain, like billing and expiry.
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First name* Specify first name(s).

Last name* Specify last name.
Contact phone Specify a contact phone number.
Password* Specify a password. The password is used together with the email

address as your User account credentials when logging on to the
myCloud domain.

Confirm password* Confirm the password.

All fields except Contact phone are mandatory. They are marked with *.

4. Enter the CAPTCHA in the field (note that letters are not case-sensitive). This is to ensure the
form is created by a person, and not automatically by a computer:

Type the characters you see in the picture below:
A e e
i * R

Clicl the picture for different image,

Lelters are ot case-sensitive,

5. Click on the Create new domain button.
6. A message that the domain is created successfully will be shown:

If this message does not
appear then verify that all
fields are filled out correctly. If
not, problematic fields are
highlighted with red.

Domain created successfully

Thank you fer ¢choosing WiseMo!

To complete the registration you need to follow the link in the verification mail sent to your email account.

Back to Sign-In

When the domain is successfully created, an email to prove your authenticity will be sent to the
email address you specified.

N

Check that you have received the email. If you have not received it within a couple of minutes,
check if it has been caught by your spam filter.

wWMWisemo

Hello soren andersen

You are receiving this email because you (or someone who typed in your email address) recently created a new domain, spa
test, at WiseMo Remote Support and Management using this email address.

To activate your domain visit the following link:
Activate Domain

The URL to activate your domain is hitps:/mvcloud wisemo.com/Tsm/Domain/Activate?code=f1c382¢6-58ef-43ad-bab7-
411fbee796da. If the link doesn't work, cut and paste the link into vour web browser.

This link is valid till February 09, 2016 15:00. Activating it gives you a 30 days free trial.

Please do not reply to this message. If you believe that vou are receiving this email in error simply ignore this email and we will
not enable the registration and not use this copy of your e-mail address further, except that our support might manually contact
vou to ask what went wrong.

If vou have access problems or want to report other issues, please use Contact Us.
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8. Follow the link specified in the
email to activate the account,
and you should see the
following message.

An email will also be sent to
confirm the activation.

9. Click on the Back to Sign-in
button. Fill in the sign-in form,
entering the email address as
user name and the password
that you specified during
domain creation. Click on the
Sign in button.

10. You are now logged into your
myCloud domain console
where various settings can be
maintained and modules can
be deployed.

11. The first task would normally
be to deploy a Host module to
your remote computer /
device.

Domain activated successfully

Your domain has been activated. You can now sign in with your user name and password.
Your user name will usually be the e-mail address you signed up with.

Back to Sign-In

Please enter your user name and password. Your user name will usually be your email address. If two-
factor authentication is enabled for your account, please enter the verification code shown by the
authenticator app as well. Go to "Settings | My profile” to configure two-factor authentication when you
have logged in.

User name:

name@example.com

Password:

Two-factor verification code:
6 digits, leave empty if not configured

Forgot your password?
Can't access your two-factor verification code?

|| Remember me on this computer

Please see next paragraph for deployment.

No hosts online

W\WMWisemo

Domain: spatest

Subscription

Subscription usage: 0 of 5 hosts

Host Name Status

Display: all | online | offline

User Name Subscription status

‘You have no online hosts.

~ If you are using myCloud for the first time you will have to deploy Host modules
¥ to the computers or mobile devices you want to remotely manage. read more »

If you already have WiseMo Host modules installed, try one of the following:

« Refresh this list to check if any computer or device is already online.

= Make sure the computer or mobile device is connected to the internet and the installed
Host module is running.

Verify the WiseMo Host module is configured for connection to this myCloud domain.
read more =

Still no hosts enline? Contact our support.

@ I (] Displaying items 0 - 0 of 0

~ To learn more about how to use myCloud, please refer the following guide myCloud
? User's Guide.

Download

Host

A Host must be installed on computers
or mobile devices you want to manage
remotely.

[+ Android Host
For Android devices.
Auvailable on the Google Play™

[

H

store.
* Mac Host & @
2 Mobile Host S E
* windows Host & @R

Add configuration @

Download

Guest

With the Guest program you can
remotely manage computers and mobile
devices with Hosts installed. You can
download and install a Guest or run it
via the Guest tab above.

| i0S Guest B
For iPad, iPhone and iPod touch.
Available on the App Store.

» | Android Guest =) @
For Android 4+ devices.
Available on the Google Play™
store.

& Windows Guest

& ®
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3. Deploy modules

Deployment of modules from your myCloud domain is done via deployment packages. A package
includes installation files for a Guest or Host module, pre-configured myCloud configuration
settings, an applied license key, and other default settings.

To deploy modules (Guest and/or Host), login to your domain on the https://mycloud.wisemo.com
site and go to the Deploy tab. Here you will find links for deploying Guests and Hosts:

Download Download

Host Guest

A Host must be installed on computers - ~

} i With the Guest program you can
or mobile devices you want to manage .

I remotely manage computers and mobile
remotely. .

! devices with Hosts installed. You can
download and install a Guest or run it

» | Android Host ]
via the Guest tab above.

For Android devices.

Em

Available on the Google Play™ [ i0S Guest -
store. ) For iPad, iPhone and iPod touch.
¥ Mac 05 (%)
= Mac Host & '@' St Available on the App Store.
2 Mobile Host S E + Android Guest =
= Windows Host i @) [ For Android 4+ devices.
Available on the Google Play™
Add configuration @ store. .
¥ Windows Guest & 30 [

The download sections for Guest and Host
shows a list of deployment packages. One &dd configuration (&
button is shown to the left of the deployment

packages and more buttons are shown to the right. The buttons have the following meanings:

+ | Download the deployment package to the computer or device you are sitting at.

Send an email with the deployment link to one or more email addresses.

i | Edit the deployment package.

i®) |Delete the deployment package.

Send a link for the installation package directly to a mobile phone via an SMS (TEXT).
Available for packages for mobile platforms.

R

Go to Google Play to install the module to your Android device. It is not pre-configured for
myCloud connectivity, but you can easily sign it in to myCloud via its user interface.

Notice, the Host module for Android may also be downloaded from your myCloud domain
via the Mobile Host deployment package. The Host will then be pre-configured for
myCloud, but your device must then permit installation of non app-store apps.

Go to Apple App Store to install the module to your iPhone or iPad. It is not pre-

= configured for myCloud, but you can easily sign it in to myCloud via its user interface.
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Your domain comes with pre-configured deployment packages for those mobile and desktop
platforms that can be downloaded directly from WiseMo. IF downloading from an app store, such
modules need to be signed in to the myCloud domain after installation.

For modules not downloaded from an App store, you can configure your own deployment packages
by clicking Add configuration and uploading a customized configuration file. If you have
purchased a perpetual license key, you can also specify the license key here.

Guest and Host modules do not require a perpetual license to run but will work for both myCloud
connectivity and for direct TCP/IP connectivity between Guest and Host modules, as long as the
modules are on-line with a myCloud domain. A perpetual license key may be applied if direct
TCP/IP connectivity is needed when Internet connectivity is not possible or desired.

Note

You can send a deployment link to anyone who will need the module. For a description of how to
send a deployment link, please refer to the Send deployment link chapter below.

When you for example click the Mobile Host link a download page will be shown:

WMWIS@AMO Installation

Download WiseMo Host for Mobile OS

The WiseMo Host allows your mobile device to be remotely controlled by computers running a
WiseMo Guest program.

Note: Your mobile device must be connected to the internet during the installation.

All downloads

Android 8.x, 7.x, 6.x, 5.x, 4.x, and some 2.3
Rem D

sktop is supported depending on device manufacturer, e.g. Samsung, Sony, LG,

CyanogenMod devices, and devices with root access. For more details, click here.

Installation of non-market applications should be allowed on the phone (otherwise the Host can be

downloaded and installed from Google Play) MSI (12.89Mb) | APK (4.29Mb)

Windows Mobile 5.0 for PocketPC
Windows Mobile 6.0, 6.1, 6.5 Professional or Classic
Windows Mobile 6.5 Handheld

Devices with touchscreen

w

MSI (9.66Mb) | CAB (2.92Mb)

Windows Mobile 5.0 for Smartphone
Windows Mobile 6.0, 6.1, 6.5 Standard

Devices without touchscreens MS

—

(9.66Mb) | CAB (2.92Mb)

Windows CE 5, 6 and Embedded Compact 7 (ARM/PXA/Cortex)
Requires WinINet, MS XML, WinSock, CAB installer, Common Controls CAB (3.00Mb)

Windows CE 5, 6 and Embedded Compact 7 (x86)
Requires WinINet, MS XML, WinSock, CAB installer, Common Controls CAB (2.34Mb)

Windows Embedded Compact 2013 (ARM/PXA/Cortex)

M WL WG AL inctallar Comannoan Condee CAR 2 AEMBY

Dorriirac \MinThlat
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Find the applicable mobile platform in the list and click on the MSI, or CAB/APK link to download
the corresponding .MSI , .CAB or .APK -file.

If you are not sure exactly what platform your device is running or if you want to avoid the
procedure of connecting your device to a Windows PC where .MSI or .CAB/.APK -files are saved,
you can download the deployment package directly to your device. Log-in to the domain from a
browser on your device. When you access the download page from your device, only the download
package corresponding to the platform of your device will be shown. You can also pass on the
download link to the device or to somebody else. It is described in more details below: Customize
and share a deployment link.

Note

Before installation to a mobile device, make sure that your device has Internet connection, e.g.

you could try to go to the www.wisemo.com web site from your device. If Internet connection is
turned off on your device, the installation of the Mobile Host will fail because it needs to retrieve
configuration and license information from your myCloud domain via the Internet.

Note

Changes of the deployment configuration are not applied to already deployed and completed
installations, so you must deploy and re-install for such changes to take effect.

Note

For Windows CE (Compact Embedded) devices, the CAB file may not be available from the
myCloud Deployment tab. It is however possible to receive a CAB file and to manually configure
it to use myCloud, so you can reach the Win CE device via myCloud. Request a free trial here,
which will give you link to the correct download page, and needed trial license keys.
Configuration for myCloud is done manually, see chapter 4.5. If you cannot find a CAB file for
your device, please contact us at support@wisemo.com . We will be happy to create one for you,
and we can also help you get it configured to work with your myCloud domain.
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4. Connect via myCloud

After having successfully deployed the Host module and perhaps the Guest module, you can
connect Guests to Hosts via the Internet using the myCloud service.

The procedure for connecting a Guest to a Host depends on the type of Guest module you use.
The myCloud service has a built-in Browser Guest, which is described in more details below.

For other types of Guests, a brief example is shown in this document. For a detailed description on
how to operate the various Guest modules, please refer to the Guide for the Guest module:

Windows Guest Guide (pdf) iOS Guest Guide (pdf) Android Guest Guide (pdf)

4. 1 Connect to Host from the Browser Guest

To use the Guest functionality that comes as part of your myCloud domain, log-in from a
supported Browser” and go to the Guest tab (please refer to 4.1.1 for first time use). Find the
applicable remote computer in the list of currently Online hosts and click the Remote Desktop
button to access the Host and start remote desktop controlling the Host computer or device.

TOU i SIgHEd I as L 2idn vut |

\\\\\\Wi seMO Domain: Wisemo Demo Internal

Deploy

Online hosts

A Search hosts

Computer User name Operating System ‘ Sharing ‘ Start Session
— Remote Desktop hints:
DEVO7-VISTA [Mo user] Windows Vista ﬁ = Remote Desktop -
J Click "Remote desktop”
B cT19195 - 050D Anne Katrine Ande Android 4.2 (Jelly Bean) ﬁ - Remote Desktop - button to start @ new session
J— e right away.
— Select a host to configure its
& oLe-pELLT spa Windows 7 Share " Remote Desktop - connection properties before

To initiate a File Transfer, Chat or Remote Management session click the down button: i

Now you can select the applicable session type from the list:

File Transfer

Remwote Management

You can press the update button to manually refresh the @
otherwise automatically updated list of Hosts:

“Note

Available features depend on the Browser and the Operating system the Browser Guest is being
used from. You can use the Chrome browser on Windows, Mac and Linux computers, and you will
be able to do Remote Desktop Control, Chat and Remote Management. On Windows PCs, you can
also use Browsers that support ActiveX or NPAPI plug-ins, for example IE and Pale Moon. From
such environments you can also do File Transfer (File Transfer is also available from the installable
Windows Desktop Guest module).
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4.1.1 First run of the Browser Guest tab

The first time you login from the browser on your computer, you are met with a requirement to
install or update a plug-in module - you need to accept the download and that such plug-in module
is permitted to run, in order to utilize the built-in Browser Guest functionality. After installation /
permission, you may need to restart your Browser and re-connect to your myCloud domain.

(As an alternative to using a browser on Windows, install the Windows Desktop Guest module).

4.1.2 Remote control

3* Properties

11:50

> A 4 fl00

*

Favorites

2

Contacts

SAMSUNG

@ [May 17, 16:03:08] Authenticated on WiseMo Host OK

When connecting to a Host from the myCloud Guest tab, a separate browser tab is opened to show
the session with the remote Host computer or device. In above example the Host module is
running on an Android based Smartphone. An image of the device is shown (called a skin) and the
buttons on the skin is active, and the desktop of the device is shown “live”.

From the Control panel at the top, you can disconnect, toggle between actual size and “shrink to fit
mode”, pass certain keystroke combinations to the Host (as supported by the Host), manually send
or receive clipboard, access the Connection Properties for the Host, as well as launch other
sessions with the Host simultaneously, for example start File Transfer, Remote Management and
Chat sessions.

{2y GT-19195 - 050D - WiseMo File Manager — O | B |
H P File Edit View Opt
When using the File Transfer ‘:‘a‘@‘%\m e
i P IR A ) Bla|=
feature, you will see a split - | D
screen window, showing your B TR -
H H . Name / Ext Size Date Att. Name 7 Ext Size Date Att.
computers d I reCto rles and fl Ies to <DIR> 0 Bytes 26-01-201512:42 [ (=] <DIR> 0 Bytes 14-02-2016 21:08
the left and the directories and (1 Desktop <DIR> 0Bytes 27-04-20160528  r-h- 220140509 15.. mpd 172679641, 09-05-2014 15:22
i [(dDocuments  <DIR> 0Bytes 26-03-20101416 - 2011117 20, jpg 182137 Bytes 17-11-2014 2137
fi |es Of the remote Host to the (DDownloads  <DIR> 0Bytes 14-07-20090641 1= (120041117 20... jpg 184142 Bytes 17-11-2014 21:38
. ) . CFavorites <D 0Bytes 14-07-20090404  r-h- 2011117 20, jpg 177840 Bytes 17-11-2014 2138
rig ht. Select a file or directo ry CLibraries <DIR> 0Bytes 31-10-20131337  r-h- |2015101315... jpg 2157984 By.. 13-10-20151538
: CIMusic <DIR> 0Bytes 14-07-20090641  1-- UIETEREM jpg  2152262By.. 13-10-20151538
and dra g it to the ta rg et. CPictures <DIR> 0Bytes 14-07-200906:41 - 20151013 15... jpg 2132903 By.. 13-10-201515:38
[dRecorded TV <DIR> 0Bytes 02-08-201010:28  r—— 20151027 10... jpg 1354253 By.. 27-10-201511:00
[ Videos <DIR> 0Bytes 14-07-20090641 - 20151027 10... jpg 3254268 By.. 27-10-201511:07
Remote Ma nagement allows you & desktop ini 174Bytes 140720090641 -ahs | |20160220.15... jpg 1775811 By.. 20-02-201616:52
work on the remote com pute ror 7 ntuser dat 262144 Bytes 260120151242  -a-- 20160220 15, jpg 1964223 By.. 20-02-201616:52
. . | ntuserdst  LOGL 5120 Bytes 26-01-20151243  -shs 2016022015, jpg 1993121 By.. 20-02-201616:52
device without the need to open ntuserdst  LOG2 0Bytes 26-01-20151242  -ahs 2016022015, jpg 1983760 By.. 20-02-201616:52
| ntuserdat{L... bif 65536 Bytes 26-01-201512:42  -shs
the remote desktop. You may ntuserdat{l.. reqtr. 524288 Bytes 26-01-201512:42  -ahs I
. [ Intuserdst{l.. regtr. 524288 Bytes 26-01-20151242  -shs
see a list of processes and CuserdaL. br GGy 601051242 -she
H H || ntuser.dat{l... regtr. 524288 Bytes 26-01-201512:42 -ahs
services running, work on the el e, B BUBBLE e
registry, collect an inventory of
’
0 bytes in 0 selected file(s) 2152262 bytes in 1 selected file(s)

the Host computer, and execute

programs and much more (subject to the type of Host).

The Chat feature allows for a dialog between Guest and Host user.

10 of 30

Tuesday, November 06, 2018



4.1.3 Connection Properties

From the built-in Browser Guest, a number of Connection Properties (including login credentials
and display preferences) can be configured for each Host listed. Select a Host in the list and modify
the quick access settings for the next connection. This is done from the window shown to the right,
after selecting a Host.

wwwisemo P———p——

Guest

Deploy

Online hosts

# Search hosts

oo e TrEme e | B ‘ Start Session GT19505-7E20
W GT-19505 - 7E20 Samsung Galaxy 54 Android 4.3 (Jelly Bean) ﬁ << Show all properties
i) ‘ q @ b ow Displaying items 1 - 1 of 1 | | User name:
Password:
Domain or LDAP server:
Remote desktop:
Shrink to window

It is also possible to click on the ‘Show all properties” link to permanently modify all available
connection properties for subsequent sessions to this Host. Below is listed the various settings.
Remember to press the Save button, when you have made a change.

Connection properties: GT-19505 - 7E20
Host authentication

Remote desktop

You are required to authenticate on host to start a session. You can store the authentication parameters on the server to apply

Remote screen transfer them automatically on each connection.
Keyboard
User name:
Mouse
Host protection Password:
Encryption
Password will not be saved on the server.
Skins
Domain or LDAP server:
Clipboard

Host authentication

You can save logon credentials like User name, password and domain, which are then
automatically passed across to the Host, during the connection process, when the Host require
credentials. If one or more required credential is missing, you will be prompted to enter such.
Please also refer to section 4.1.4 Guest Access Security, found later in this document.

Remote Desktop

Controls whether you as default want to see Remote desktop

the complete Host desktop in the remote @ Shrink remote desktop to fit window

Contro' WlndOW (Shrlnk to ﬂt WlndOW) or YOU [ Scroll remote desktop automatically when mouse comes close to the borders
prefer to see the actual size of the remote
desktop within the boundaries of your browser window. You can also toggle between those two
modes while connected with a Host.

For Host desktops larger than your remote control window, the desktop are scrolled as default, as
you move the mouse near to the borders of the remote control window. Switch this setting off, if
you do not prefer auto scroll.
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Remote screen transfer

Settings that helps you optimize screen
transfer. Typically you can gain better
speed of screen transfer by sacrificing
screen quality. Move the Image quality
slider towards more speed as long as you
feel the screen quality is sufficient for your
purpose. Available optimization options
depends on the type of Host you are
connected to.

Keyboard
Controls if system type keyboard events

are transfered or not. If you experience
problems getting keystrokes across, try
switching the “Use Guest keyboard layout”
setting.

Mouse

Optimization features. Controls if your
mouse movements are transferred or just
your mouse clicks and mouse drag. You
can also decide to see on the Guest side
how the mouse on the Host side moves.

Host protection
Lock the Host keyboard and mouse, and

possibly blank the display on the Host, to
ensure your privacy (subject to being
supported by the Host type). You can also
prevent simultaneous acccess from other
Guest users, if the Host permits such.

Encryption

Allows you to decide your preferred
encryption level, which is then used if the
Host is set up to allow this level.
Ultimately, it is the settings of the Host
that decides what level you are permitted
to use.

Skins

When connected to a device, for example a
mobile phone, an image (skin) of the
phone is downloaded and shown on your
computer. Buttons on the skin are active,
and the remote desktop is shown within
the skin. You can disable this function and
also specify the use of a specfic skin.

Clipboard
Controls if automatic transfer of the

clipboard is permitted between Guest and
Host. This is great for efficient Ctrl+c,
Ctrl+v operations between Guest and Host
computer. The automatic feature cannot
know if you intend to auto-transfer content

[Zl Enable remote desktop optimizations
The optimization will turn off some features on the Host while connected. ill increase the
performance. These features are wallpaper image, menu animation, full window drag, etc.

Connection settings below will be applied only when host screen transferred as bitmap:
Limit number of bitmap colors:
Use actual colors ~

Image quality:
quality speed

[+ Send system keyboard events (like Alt-Tab, Ctrl-Esc, etc) to host instead of local
computer

[J use Guest Keyboard layout

If your keyboard and the Host keyboard are different, some keystrokes on your computer may come out
wrong on the Host computer. To avoid this, select this checkbox.

E Send mouse movements

Uncheck it to save transmission bandwidth - only your mouse dicks and drags will be sent to
remote Host.

[ Show remote mouse movements

The movements of the Host mouse will be shown only when your mouse cursor is inside the remote
control window.

If you don't want remote user to interfere you can disable some of the Host computer
functionality:

[ Lock keyboard and mouse on Host
[ Blank screen on Host

[ Suspend access for additional Guests

Choose preferred encryption level:

O No encryption

) Classic encryption

® Very High (recommended)
256 bit AES encryption and 2048 bit dynamic key exchange using the Diffie-Hellman method.

&4 Enable skins
By default skin depends on device. But you can specify the necessary skin manually.

Select skin:

& Transfer clipboard between Guest and Host automatically

Max size of clipboard to transfer automatically:
300000

placed into the clipboard during a remote control session, so if you handle sensitive data, you may
want to switch off automatic transfer of clipboard.

You can define the maximum size of a clipboard (in bytes) you want transferred automatically, for
example to avoid automatic transfer of very large items, which may slow down performance.
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4.1.4 Guest access security

When the connection between any Guest type and a Host is established, the Host may prompt the
Guest user for logon credentials to prevent unauthorized access.

With a default installation of the Windows or Mac Host from a myCloud link, members of the local
Administrators group on the Host computer, and for Mac, also the Root account, are granted full
access. The Host uses Windows / Mac Security Management to verify the logon credentials that the
Guest user has provided (user name, password and for Windows a domain). For the local
Administrators group, you must login with a user who is a member of the local Administrators
group, e.g. “administrator”; for Windows the domain name will be the Host's Computer name.
When connecting from the Guest, the domain name can be left blank, as it will assume that the
domain name is the local computer.

The default installation of Mobile Hosts will cause the Host to prompt the device user for an
authentication password on the first launch, and it is setup to require Confirm Access (make sure
to modify this default settings if the Host is running on an un-attended device).

The Host security settings can be modified on the Host in many ways to accommodate for your
specific security needs. The Windows or Mac Host is configured directly in the user interface while
the Mobile Host is configured via its user interface and the Mobile Host Configuration Manager
installed on a Windows computer.

The Host security settings that are deployed via the myCloud links can be changed by uploading
customized configuration files to the myCloud service before the installation (please review the
Customize and share of deployment link chapter).

For more details on how to configure Hosts for authentication of Guests and what an authenticated
Guest user is permitted to do, please refer to the documentation for the individual Host type:

Windows Host (pdf) Android Host (pdf) Win Mobile/CE Host (pdf) Mac Host (pdf)

4.2 Connect to Host from the Windows Guest

Download the Windows Guest and run the installation. After Wischto RSM - Configuraion Wizard ]
installation, open the Guest program and follow the instructions myloud user sccount 7]
in the configuration wizard. IF the Guest was not deployed from —
a myCloud domain, select Yes to configure settings to log on to R
myCloud. Then enter your myCloud User account credentials o
(email address and password). Complete the wizard and press Hd
Finish on the last page. P

myCloud is a subscription service and requires a user account. You can create an account
Select the ‘myCloud connections’ item found in the Remote e e e o o
Control menu in the left pane. The right pane will show a list of

myCloud enabled Hosts for the domain you are logged on to.

Notice, if not aIready \\\f/, =H _— . WiseMo Remote Desktop Guest S:W-' ;
- lome onnection elp ¥
logged on to myCloud, 2 = ot = v
you can log on from the o 2 B840 =
. Remote File  Chat  Remote Collet Send Run  Execute | Disconnect
myc|0ud Domaln drop_ Desktop Transfer Management | Inventory Message Program Command ~ ~
Session Command Action
down list. Enter your remote Contor ——
myCloud User account Host Connectiy == =
credentials. P .
’E—'. Phone book Sessions HostID User Name Operating system
. & DEVO7-VISTA Windows Vista
Select a Host in the Configuration [Y<L TS GT-19195 - 050D :::eKamnEAndE An:r«:gs4.zs[Jsl\vBEan)
i rogram options . GT-19505 - 7E20 Samsung Galaxy 4 Android 4.3 Qelly Bean)
rlght pane, and double Lgaiwm::fm " @ L6-D8sS5-5Ch1 63 e Android 5.0 (1) '
i i 4 Session & OLE-DELL7 5 Windows 7
click it to start a Remote ¥ l - LS9 7 SMBOLSD sp;“boweo Windows Mobile 5.0
Desktop Control # Remote Desktop & I ™ = Vindons 10
B 3 Local Resources
session.

You can also right-click on a Host and select which type of session to initiate, or use the buttons in
the Ribbon bar at the top.
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Current connections and session tasks are shown as icons in the Sessions column, as it is possible
to be connected to multiple Hosts simultaneously, and for each Host connected to, there can be
multiple session tasks active at the same time.

The above shows the myCloud Hosts in a list view - notice that each text column can be sorted,

and that you can change to icon view(s).
GT-19505 - 7E20

While the Guest is waiting for a connection to
be established the following screen will be PRl ElIna Rl lesnan T diet
shown:

The meaning of this time interval is described in

the Poll interval chapter.

When connected you may be prompted for login credentials and perhaps have to wait for
permission by a user on the distant computer, depending on the security configuration of the Host:

Authentication method: Share: password Confirm Access -
wW\wWisemo WMwWisemo

Log on to: GT-19505 - 7E20

Waiting for user on GT-19505 - 7E20 to confirm Access.

] [ Cancel

Passwaord: I

[ Log on

o=

You have other possibilities for connecting to a Host from the Windows Desktop Guest. This
includes selecting the myCloud Communication profile on the “All connections” menu item or
creating Phonebook entries from the “Phonebook” menu, where you also select to use the myCloud
Communication profile. For more details about the Windows Guest consult its tutorial here.

4.3 Connect to Host from the iOS Guest

The iOS Guest is available on Apple’s App Store. Go to App Store and install the WiseMo Remote
Desktop Guest on your iPhone or iPad.

Open the iOS Guest, follow the Welcome wizard and select “Configure for myCloud”.
Press I have an account and provide your myCloud User account credentials.

L Telenor DK & 13:22 e Telenor DK & 13:22 54 % W Telenor DK = 13:22 54 % W

< Welcome Connection < Connection myCloud account Information about creation of account

g\

Create an account on WiseMo's web site.

Connectvs!rei/ltlylwa ygrr r:jetwor'k (chp) :y:i::zlsji;Saaczgszf”ggzrgirzlr:tznsn When the account is created, click the
OfISeLSeNI0S MYLIOUS SEIVICE Yar a . continue button in the title bar to go to the
easy internet connectivity through account and test myCloud for free |
: 3 . S 2 og on screen.
firewalls and proxies. without any obligations or commitments.
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Once you provide your myCloud credentials, the iOS Guest will have all the settings
necessary for connection via myCloud.

After login, the myCloud tab will show a list of hosts in your myCloud domain that are
available for connection. The fastest way to establish a connection is to select the Host
name and press Remote Control or Chat. Please wait while the Guest establishes the
connection.

seco0 Telenor DK 7 19.58 eecca Telenor DK & 13:23 Telenor DK =

il Wisemo Demo Internal < Back OLE-DELL?

| 8 DLEV07_‘.V|STA {! Remote Desktop
B GT.-I91€‘)‘5 - 050D Q%ag) Chat
B LG-D855 - 5C61 Windows 7
‘ OLE-DELL7
B SYMBOLS0
8 WM_0S Connectingin: 1s

Tap to cancel

When connected you might be prompted for login credentials
depending on the security configuration of the Host.

As this is the security settings defined by the Host
configuration, your myCloud User account credentials is
not applicable here.

Host log on

For more details please review 4.1.4 Guest access security.

You have other possibilities for connecting to a myCloud ——
enabled Host from the main window in the iOS Guest. This Cancel
includes selecting the myCloud Communication profile on the
“Quick Connect” tab or creating Phonebook entries in the
“Phonebook” tab with the myCloud Communication profile
selected.

For more details about the iOS Guest consult its tutorial here.

4.4 Connect to Host from the Android Guest

The Android Guest is available on Google Play. Go to Google Play and install the WiseMo Remote
Desktop Guest on your device.

Open the Android Guest, follow the Welcome wizard and select “Configure for myCloud”.
Press I have an account and provide your myCloud User account credentials.
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&()r

Connect directly via your network
(TCP) or use WiseMo's myCloud
service for easy internet connectivity
through firewalls and proxies

Continue

Configure for myCloud

myCloud is a subscription service and
requires an account. You can create
an account and test myCloud for free
without any obligation or
commitments.

| have an account

Create an account

Account:

myCloud account email

Password

Remember password

Log on

Once you provide your myCloud credentials, the Android Guest will have all the settings necessary

for connection via myCloud.

After login, the myCloud tab will show a list of hosts in your myCloud domain that are available for

connection.

xR &

2
) WiseMo Guest
myCloud Quick Connect

MYCLOUD

Phonebook

DEVO7-VISTA
[No user]

GT-19195 - 050D

Anne Katrine Ande

LG-D855 - 5C61
G3

OLE-DELL7

spa

SYMBOL90
Symbol90

WM_0S
Ole

Quick Connect Phonebook

myCloud

LG-D855 - 5C61

i% Remote Desktop

K%) Chat

The fastest way to establish a
connection is to select the Host
name and press Remote
Control or Chat. Please wait
while the Guest establishes the
connection.

When connected you might be
prompted for login credentials
depending on the security
configuration of the Host.

You have other possibilities for connecting to a myCloud enabled
Host from the main window in the Android Guest. This includes
selecting the myCloud Communication profile on the “Quick
Connect” tab or creating Phonebook entries in the “Phonebook”
tab with the myCloud Communication profile selected.

For more details about the Android Guest consult its tutorial here.
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4.5 Manually configuring Guests and Hosts for myCloud

If a WiseMo module is not deployed via a myCloud domain, it is not automatically configured to use
myCloud. You have two methods available to manually configure a module to use myCloud.

4.5.1 Using a myCloud “"User” account

This is the recommended method. From the user interface of a Guest or Host module, it is easy to
configure the module to use a specific myCloud domain. It is simply done by entering the
credentials of a myCloud User account (email and password), and the module will connect to the
myCloud domain and receive its connection credentials. After having done so, a Guest module will
show the Hosts available in the domain, and a Host module will become available in the domain.
Please refer to the documentation for each type of Guest and Host module for specific information
on how to manually configure the module to use myCloud. Note: You cannot use a two factor
authentication enabled User account to do this.

4.5.2 Using the myCloud “"Domain connection” account

Normally, you will not want to configure your Guest and Host modules using this method. It is for
advanced use, and we strongly recommend using a User account to connect Guest and Host
modules to a specific myCloud domain, if the Guest or Host module was not automatically
configured via download from the myCloud domain. Some Guests and Hosts can be configured for
myCloud by specifying the myCloud domain connection credentials. The myCloud domain
connection credentials for Guest and Host consists of: a URL, a domain name, a connection
account name and a password. The URL is the URL of the myCloud service, normally:
http://mycloud.wisemo.com/cm.

To find the domain specific setting, please log in to your myCloud domain from your Browser and
go to the Settings tab and chose Connection. The following page will be opened (the information
on this page cannot be viewed by User accounts defined with the Web Guest role):

Find the Connection Account name and Password fields in the Default connection account
section. To view the password, click on the Show button. It is hidden for security reasons. A user
with the Administrator role can change the password if needed.* The password can be made non-
displayable; in such case the password will never be shown in the interface, and there is no way to
recover it, but you would still be able to change it.

Connection settings

Guest and Host must belong to the same domain to be able to connect to each other. All installation packages you download from the Deploy tab are precanfigured with the
necessary parameters for the communication profiles. However you can configure the communication profile manually on the Guest and Host by using the following communication
profile parameters:

myCloud Service URL:  http://mycloud. wisemo.com/cm
Domain name: spa test
Account name: DefaultConnection
Password: ******= (Show)
Make password non-displayable || Change Password

These credentials are only used to provide lower level connectivity between Guest and Host. To gain access to a Host it is required to enter credentials as defined in Host security
> settings.

To learn how to configure a communication profile via the Guest or Host user interface, please refer the following guide myCloud User's Guide.

Edit

A poll interval defi

w often your hosts check for incoming connections. The bigger this value is, the less intemet traffic is created when the Host is idle and the less battery is
consumed by e de

mobile de wever, it usually takes more time to establish a connection. Please notice that creating data traffic may incur charges from your mobile

operator, so also from a cost perspective, it may make sense to maintain as low internet traffic as possible.

Connection delay: Use default poll intervals

Domain connection credentials are only used for joining Guests and Hosts together in your domain.
For security reasons, a Host should always be configured for authorization of the Guest user. It
could be a simple password, User ID and password, or authorization via Windows or Mac security
management. It could be in a combination with the Confirm Access feature (a Host user is
prompted with a screen to allow or reject access).

*Note

If you change the password for the connection account, then re-configuration of all installed
Guest and Host modules would be required.
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5. Subscription and licensing

5.1 Subscription usage

WiseMo myCloud is a subscription service where you subscribe to a number of myCloud licenses
that corresponds to the number Hosts (remote computers or devices) that you can connect to via
your myCloud domain. Guest modules connecting to your myCloud domain does not consume a
license, only Hosts does.

From the Subscription tab you can immediately increase the number of licenses by adding more
Hosts to the current subscription period. The number of Hosts can also be increased starting from
the next subscription period. If you need less Hosts, the number of Host can be decreased from
the next subscription period. If your domain does not have the " Subscription tab ", please contact
your supplier of your WiseMo myCloud domain to make changes to your number of myCloud
licenses.

Your subscription allows you to permanently move a Host license from one computer or mobile
device to another. It is NOT allowed to temporarily move licenses around to the computers /
devices that you might need to access.

On the ‘Deploy’ tab you can manage which Hosts are enabled - and therefore can be remotely
accessed via myCloud. The ‘Deploy’ tab will show all Hosts currently online and configured to
access myCloud:

wMwisemo

Events Subscription

Total 2 hosts online (1 enabled | 1 disabled)

Subscription usage: 1 of 5 hosts

Host Name User Name Status Subscription status
Display: all | enline | offline
| Enable
__g’ OLE-DELL7 spa Online since 2016-05-04 11:38:05 Enabled (Disable)
55 | 4« E| b Displaying items 1 - 2 of 2

If more Hosts, than what is included in your subscription, are trying to access your myCloud
domain, myCloud will randomly disable Hosts to prevent subscription violation. You can manually
manage which Hosts should be disabled.

Click the (Disable) link in the “Subscription status” column to remove the Host from active
subscription and from being accessible via myCloud. To enable the Host again, click the (Enable)
link.

If you try to enable more Hosts than allowed by your subscription the following message will be
displayed:

Message from webpage

!E Cannot enable the host: the amount of enabled hosts aready reached subscription maximum. Update your subscription settings or disable some hosts first,

If more Hosts are trying to access your myCloud domain than what is included in your subscription,
enabling of Hosts is deliberately delayed and the following message will be shown:
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Total 2 hosts online {0 enabled | 2 disabled)

Subscription usage: 0 of 1 hosts

; Enabling the Host has been delayed because the maximum number of the hosts allowed by your subscription has been reached. In this
~— case switching from one Host to another will be done with a delay.

Host Name User Name

Status Subscription status

B Gr-19505 - 7E20

A 0LE-DELLY spa

Samsung Galaxy 54

2016-05-04 11:39:31

) left

Online since

Online since 2016-05-04 11:44:46

ﬁ‘ii@;bl

Displaying items 1 - 2 of 2

After the trial period you will have to pay to continue using the myCloud service. The payment is
usually done by credit card, but you are

welcome to contact WiseMo for different

payment methods.

To setup payment information, please
login at https://mycloud.wisemo.
and select the Subscription tab:

The following page will open:

Online hosts

com

£ Search host

Trial subscription:
Hosts quantity:

SMS usage:

Subscription settings

Monthly subscription:
Hosts quantity:
SMS quota:

Total cost (excl. VAT):

Upgrade to paid subscription

settings”.

Payment status:

Automatic renewal

ic 1

Expected payment date:

Active subscription period

You can have up to 5 online hosts during the trial period. If you need more hosts please create a paid subscription below.

Next subscription period

You can convert your current trial subscription into a paid subscription by clicking the "Purchase” button. If you
would like to change the number of Hosts in your domain or configure the subscription period, click "Edit
Your commercial subscription will be activated immediately after payment confirmation.

You can switch on automatic renewal of your subscription. The renewal payment will then be charged to your
credit card one day before the active subscription expires. To terminate automatic renewal, simply switch off
this setting. Your credit card information will be stored at a 3rd party secured storage (DIES).

June 01, 2016 15:00

May 02, 2016 14:00 - June 02, 2016 14:00
5

0ofg

May 04, 2015 14:00 - June 04, 2016 14:00 Edit settings
3
25 messages [ month

EUR 15.00 / month

Unpaid Purchase

Not configured Add credit card

Here you can find information about your subscription, including the expiration date of your

myCloud trial period.
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The page is divided into the ‘Active Subscription period’ and the ‘Next subscription period’.

If you are a trial user and want to see the cost of different number of licenses or subscription
period, or define another currency, click the Edit settings button and make the adjustment. Press
the Save button to keep the new settings, for example for later purchase. You can also purchase
right away, and turn your trial into a paid subscription. Click the Save and purchase button.

Note

If you have a paid subscription and want to add additional Hosts from today and onward, you will
likely want to add the additional Hosts to both the ‘Active subscription period’ and the ‘Next
subscription period’. You will only pay now for the additional licenses and only for the remaining of
the Active subscription period.

Remember, you can always raise or lower licenses and change subscription period with effect from
next period. For the active period, you can raise licenses, and only pay for the remaining period.

5.2 Payment

To pay for the myCloud services, click the Purchase button. After providing your billing address
you will be forwarded to a secured payment system to finalize the payment process. Your credit
card details will not be saved for future usage unless you mark the check box Save my credit
card for automatic subscription renewal.

WWWWWWMMM

Total cost: DEK 67.50

[ save my credit card for automatic subscription renewal

The credit card information you later provide is saved by the payment system for automatic subscription
renewals. You can remove the saved credit card and cancel automatic subscription renewal from the
Subscription settings page,

th s diti P
Py

Your subscription will turn from trial into commercial as soon as the payment is confirmed. You will
get an email confirmation.

After the initial payment you can change your subscription settings. You can always add more
hosts to the current subscription period and you can change the number of hosts you want for the
next subscription period.

Note
Prices are shown with or without VAT depending on the billing information you have provided.

Due to exchange rate fluctuations final pricing may change. At the end of the ordering process, we
will show final prices and the total amount, including possible VAT, prior to your decision to place
the order. This is the amount that will be charged your credit card when you confirm.

5.3 Automatic subscription renewal

You may add credit card information for future usage without paying at the same time. To do that
click the Add credit card button and fill in your billing information. Next you will be forwarded to
a secured payment system to provide your credit card information.

Once you add credit card Automatic renewal
information, automatic renewal is Subscription cost will be charged automatically fram your credit card account.
turned on. It means that your credit et card saved: OOORNO000 S
card will be charged one day before Automatic renewial status:  Enabiad e
Expected payment date: January 13, 2013 23:30 (View order) Change billing info
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the current subscription period expires.

You may turn automatic renewal off by pressing the Disable auto renewal button. Your credit
card information is still saved, and you will be able to pay manually with the saved credit card
later. Press the Remove credit card button to remove the saved credit card details.

6. Advanced settings and options

Besides the main settings and actions that are described above, you can adjust other settings
which could be useful when working with your myCloud domain.

To learn about advanced settings, options and how to use them, please, look through the following
guides:

Customize and share of deployment link

Domains and users

Poll interval

Event log

6.1 Customize and share a deployment link

Not only can a person who has an account with the proper role on the myCloud service deploy pre-
configured Hosts and the Guests. Links for deployment can be shared with others. Before you
share a link you can customize deployment configuration.

6.1.1 Customize deployment configuration

When you create your myCloud domain you will have a number of default deployment links for
Hosts and Guests, which contains a specific default configuration for the module.

Before you use or share a deployment link with configuration, you can modify them or create new
deployment links and configurations.

Configurations for deployment of Mobile Host modules include different files for different platforms.
But you can create and send links for a specific platform of your choice.

Most Mobile Host modules include an MSI installation for installation from Windows. The MSI
installation also includes a Host Configuration Manager from which you can configure a Mobile Host
connected to a Windows computer with a USB cable.

The Guest for iOS (iPad, iPhone) can only be deployed from Apple’s App Store and the Guest for
Android can only be deployed from Google Play. Configuration is done locally on the devices.

Please notice that it is possible to deploy the Android Host module via a myCloud configuration link
(Select Mobile Host), although it is also available without configuration from Google Play.

To create customized configuration, please select the Deploy Tab, then click on the Add
configuration button from either the Guest or Host download section:

Add cunfiguratiun(%
The following dialog will be shown when you from the Host section select the Add configuration

button.
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Create new configuration

Create a new installation package. The installation package will be preconfigured to connect to your domain automatically. The installation
package can also include a specific license number and preconfigured configuration files.

Configuration

Configuration name:”

Platform
Choose product:”
Windows Host

* macOS Host
Mobile Host

License

License key (for versions 17.0, optional):

The license number should be 31 characters in leng
mat AAAAAAA-BEBB-CCCCOC-DD0L

Please use f

The Remote Desktop Host is licensed to run when logged on to a myCloud domain. This includes both connectivity via the myCloud
connection service and directly via TCP/IP. For the Remote Desktop Host, a license key is needed to run TCP/IP only when the Host
is not logged on to a myCloud domain. You can configure the Remote Desktop Host with such license key here. Visit
shop.wisemo.com/Purchase to purchase a license key or reguest trial to receive a trial license key.

Upload configuration files (advanced)
The default configuration can be customized by preparing and uploading preconfigured configuration files for the deployment package. The

uploaded configuration files will replace existing configuration files. Use an already installed Host to create the preconfigured configuration
files according to your preferences. The Host configuration file "host.xml" can be found in the Host installation folder. read more »

Upload file:

Veelg fil | Der er ikke valgt nogen fi
Security

Do not make links to your configuration packages publicly available! The links contain information about how to join your domain.

-

Here you should provide:

Configuration name* Enter a name of your choice. The name is only used for display
purposes.
Choose Product* Select the module that you want to create a configuration for. You

can choose between Windows, macOS or Mobile modules.

Target platform(s) For mobile modules you will have to select the target platform of
the mobile device - or choose to create a configuration for All
Platforms, leaving it up to the receiver to choose target platform.

License key You don’t need to specify a License key if the target computer /
device will be connected to a myCloud domain. A perpetual
License key, is ONLY necessary if you want to connect Guest and
Host directly, e.g. via the TCP/IP connection profile, WHEN the
modules are not logged into a myCloud domain, for example if
Internet is not available.

Configuration files You can customize the default configuration of desktop or mobile
(advanced option) modules to meet your requirements using this section.

First configure an already installed Guest or Host according to
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your preferences. The information about configuration is stored in
an *.xml file

Upload this configuration file to the myCloud service.
Please, review the information shown on the screen about

location, name and description of the files, for your specific type of
WiseMo module (see example in picture below).

Fields marked with * are mandatory.

Upload configuration files (advanced)

The default configuration can be customized by prepanng and uploading preconfigured configuration files for the deployment
package. The uploaded configuration files will replace existing configuration files. Use an already installed Host to create the

preconfigured configuration files according to your preferences. The Host configuration file "host.xml” can be found in the Host
nstallation folder. = hide details

Dperating System Default installation folder
Windows CE/Mobile/SP \Program Files\WiseMo Host\host.xml

Android Jmint/sdcard/WsmHost/host.;xml

Upload file:

Browse. ..

When done, click the Save button. A link with the new configuration will appear in the download
panel:

= Mew link 485 (O
= Mobhile Host B 0 HE

Each download link is unique and after usage, the link can be deleted. To delete a configuration
and hence a link, click the Delete button to the right of the configuration:

4 ee]

After a configuration is deleted, the download link is no longer valid. If requesting a deleted
configuration the following message will be shown to users trying to use a deleted link:

Configuration not found

i The deployment configuration you requested does nok exist

1. werify vyou have entered the correct link in the address bar of your browser. For
example, it is possible that the ink was broken by your email system.

2. The deployment configuration has been deleted or is no longer active:

o Refer to the person who provided you with this link regarding this problem

o If you are administrator of WiseMo domain account, sign in to get the list of active
deployment configurations in your account,

o You can also change and customize existing configurations by clicking on the
L 4 Customize configuration button.

23 of 30
Tuesday, November 06, 2018



6.1.2 Send deployment link
You can pass a download link to someone else in several ways:

= Send an email
()

An email will be generated with your default email program. The text in the email will contain the
deployment link.

E& e Click the email button in the Download panel.

45
Gl | :
Sliw] f
Bec... ] | %
Subject |ann|nad link }

Hello,

https://mycloud.wisemo.com/rsm/D7

WiseMo

e s TP el

You can edit the text as needed, provide one or more recipient’s email addresses and send the
email.

= Copy & Paste the link

¥ \windows Guest Trial &% (&8 [ | Right click on the link in the Download
- 0 Link in New Tab panel. Depending on your browser you

pen Linkin New 1a can chose “Copy Link Location” or select
Open Link in Mew Window properties and copy the link in the
address line.

Bookmark This Link

. The link can be passed by mail, Skype,
Save Link As... messaging system, document etc. to
Copy Link Location someone who needs to download your
configuration.

= Send the link by SMS (text message)

& This option is available for mobile modules only; it provides an easy way to
— L1 distribute the deployment package link to mobile devices. Click the mobile phone
button in the Download panel.

The Send SMS form will be opened. You should provide the name and phone of the recipient.
Please notice, you must use an international format to enter the phone number: country code
must go first followed by the number. The text of the message will automatically include your e-
mail address.

The quota of available SMS / text messages will be decreased by 1 or more depending on the
length and encoding of the text (you may use local symbols for the name of the recipient).

Press the Send message button.
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Send download link via SMS

You can send a download link for the installation package directly to the mobile phone with an 5MS. Just
enter the recipient’s name and phone number below,

The following message will be sent:

To: =Mame:=
The YWisemo RSM Host can be downloaded from hitps:fmycloud wisemo.comirsmiDeeass s 5 e
Sent by MyDomainAdministrator@wisemo.com

1 5MS will be used from your domain guota to send this message.
Your domain currently has 10 SMS available,

Send the link to:
Mame: *
Phone: *

Flegse enter phone number in international format with country code followed by number, for
examole: +1 (555) 555 5555 (spaces and parenthesis are ignored)

O

Your subscription of myCloud includes a certain number of SMS / text messages available for
sending deployment links without extra charge. The exact quantity depends on the quantity of
licenses for your myCloud domain.

Click the link received on the mobile device or paste it into a browser, and you will connect to the
download page.

6.2 Domains and users

A domain in myCloud is a virtual workspace that groups users together with computers and
devices. No users outside the domain will be able to see or access your Hosts (provided the Hosts
are not configured to be reachable over other protocols than the myCloud protocol).

Note
The term “domain” in myCloud context is not related with the term network domain (in DNS etc.)

When you are logged in to your myCloud domain you can view information about your domain,
define configuration settings, view logs, etc. You can also create other users (accounts) in the
domain. To create a new user (account) in your domain, follow the guide below:

1. Login at the https://mycloud.wisemo.com.

2. Go to Settings>User:

Online hosts

Ity profile

o

Computer | User name

3. The list of users is opened:

Sharing
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https://mycloud.wisemo.com/

Search: Refresh
User name Mame Phone Rale Enabled Actions
MyDomainadministrator@wisemo.com MyMame MySurname MyPhone  Administrator, Primary contact Enabled (vou) 7

Displaying items 1 - 1 of 1

@||¢<>>l

4, Click on the Add new user button and fill in the form with user details:

Search: Refresh
User name | Name ‘ Phone | Role ‘ Enahled ‘ Actions

Create new user

Use this form to add a user to the domain.
Email:*
We will emait this address with activation fnstructions for the new user account.
First name:*
Last name:"
Phone:

user role:* ® web Guest

A Web Guest can connect 1o oniine hosts, Web Gussts have no access 1o dsployment of programs snd configurations, cannot crests or change user
configuration, and other seltings, Use this role for users who only need to access pre-defined myCloud enabled Hosts via the Web interface.

QO operator

Ap Operator can connsct to online hosts, edit own profile settings, deploy programs and configurations. Oparators are preventsd from making
comimon domatn configuration changes.

O administrator
An Administrator can connect $0 onitne hosts, Administrators have complete access to ail domain settings,
Make this user the primary contact for this domain

The domain must have one user with Administrator rols defined as the primary point of contact regarding the Domain. Such user cennot be delsted

Adduser =)

MyDamainadministratordwl

or disabled,

isemo.com MyMame MySurname MyPhone Administrator, Primary contact Enabled (You)

7

@| o4 [T] » oM

Displaying items 1 - 1 af 1

Email address*

Specify an email address of the user. This email will be used as User name.

First name* Specify the user's first name.

Last name* Specify the user's last name.

Phone Specify a phone number (optional).

User role* Which role to assign depends on what options the user will need access to

when logged into your myCloud domain from a Browser. The user role can be
changed later.

¢ An Administrator is a powerful user with complete access to all domain
settings. An Administrator has access to the Browser Guest functionality.

e An Operator can view domain settings, but is prevented from editing
domain settings. An Operator has access to the Browser Guest functionality.

¢ A Web Guest has no access to viewing or editing domain settings. A Web
Guest has access to the Browser Guest functionality.

Make this user the
primary contact
for this domain

If enabled, the email and the phone number will be used for billing and
domain information.

Mandatory fields are
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5. Click on the Add user button.

6. The new user will be shown in the updated user list:

uddd mew user Search: Hoefmesh
LBS @rr ik | Masnd | Phang | Rale | Enablad | Actions
T —— = aal roen P 5 Frimary conkact Emnablad (You) ra
teshtest test test test Enablad (Dizabla) P .
3 T ? BB Displaying itams 1 - 2 of 2

7. The new user with the email address you entered will receive an email:

wiwisemo

Hello spa spa

Welcome to WiseMo RSM!

You are receiving this email because spa spa (wiser .. _ @gmail.com) recently created an account for you to access WiseMo
RSM, a solution for remote support and management of PCs, Servers, Mobile and Embedded systermns for user support,
troubleshooting or working remotely.

To begin using WiseMao RSM, please set a new password here: https://mycloud.wisemo.com/rsm/Account/SetNewPassword?
code=37A54A7076239ADF10458242 CC358FFASDEBEOS7ESCID21FD2237082504093. This link is valid until May 14, 2016
12:57.

Your sign in information:

Sign-In URL: https://mvcloud.wisemo.com/rsm/
User name: info@wisemo. "~

If you have any guestions about our service, please contact our support.
We hope you will enjoy working with us and our products.

Best Regards
The WiseMo Team

£ 2010 - 2016 WiseMn 475, Bemate Control Software for PCs, Mahile and Fmhedded swstems | Brivacy

8. The new user should follow the instructions in the mail and click the link to setup a password for
his User account. The user will not be able to log in before the password has been configured
via the link in this email.

9. After the password has been created the new user can login to the domain.

10. It is possible to configure two factor authentication for your myCloud user account. This adds
an extra layer of security for browser login to your myCloud domain - use for example to
protect login for users with the role Administrator. DO NOT configure two factor authentication
for user accounts which you intend to use for login from non-browser based WiseMo Guest
modules or from Host modules. More about configuration of two factor authentication can be
found here.

6.3 Poll interval

The Poll interval is an option for fine tuning the delay from the moment a Guest requests a
connection with a Host and to the connection is actually created.

The length of the Poll interval is a compromise between connection delay and network load, server
load and battery consumption for devices running on batteries. For this reason it is possible to
configure Poll intervals for Desktop Hosts and for Mobile Hosts separately.
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https://mycloud.wisemo.com/rsm/Home/AboutTwoFactorAuthentication

For mobile devices, which are configured to use the poll method, more frequent Polls will result in:

[0 Increased battery usage because the device has to leave ‘power save’ mode, turn on the
network hardware (Wi-Fi, GPRS etc.) and send a few bytes to your myCloud domain.

O Increased cost if the device connects over payable mobile data line.

Note

Android devices DOES NOT use the poll method by default. Android Hosts uses Google Play
Services for establishing a connection. Whether to and how to use Google Play Services can be
configured in the Android Host. See the Android Host Guide for details.

The default poll interval for Desktop Hosts is 10 sec. and for Mobile Hosts it is 30 sec. To change
the default poll interval, login at the web-site https://mycloud.wisemo.com and go to Settings >
Connection tab. The following page will open:

Connection settings

Default connection account

Guest and Host must belong to the same domain to be able to connect to each other. All installation packages you download from the Deploy tab are
preconfigured with the necessary parameters for the communication profiles. However you can configure the communication profile manually on the Guest and
Host by using the following communication profile parameters:

myCloud Service URL: http://mycloud.wisemo.com/cm
Domain name: MyDomain
User name: DefaultConnaction
Password: ******* (Show)

Make password displayabl Change P

i These credentials are only used to provide lower level connectivity between Guest and Host. To gain access to a Host it is required to enter credentials as
= defined in Host security settings.

To learn how to configure a communication profile via the Guest or Host user interface, please see paragraph 3.2 in the myCloud User's Guide.

Connection delay Edit

A poll interval defines how often your hosts check for incoming connections. The bigger this value is, the less internet traffic is created when the Host is idle
and the less battery is consumed by a Host on a mobile device. However, it usually takes more time to establish a connection. Please notice that creating
data traffic may incur charges from your mobile operator, so also from a cost perspective, it may make sense to maintain as low internet traffic as possible.

Connection delay: Use default poll intervals

Click on the Edit link. The following details will be shown:

Poll intervals
Uncheck Use default poll interval. The following

configuration panel will appear:
Pall interval defines how often your hosts 9 P PP

device battery host consumes, but it usual
[T Use default poll intervals

Use default poll intervals
Poll interval for PC and Mac hosts: |1

Savie Cancel

SR T S e S Poll interval for mobile hosts: |3p

-

4k

1k

Change your settings and click Save. The minimum value is 5 sec, the maximum is 120 sec.
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6.4 Event Log
On the ‘Events’ tab you can view a log over all myCloud events in your domain:

All events:

Level | Category | Event Time | User name | Message

[areverts v [altmes v| Ay time v [Allusers v

a User 2012-11-15 13:26:18 MyDomainadministrator@wisemo.com  User was successfully logged on, IP: 192.0.2.5,

& User 2012-11-15 13:26:04 MyDomainadministrator@wisemo.com  User was logged off.

ﬁ Connection Account 2012-11-15 12:30:11 DefaultConnection Host 'HOSTL created.

ﬁ Connection Account 2012-11-15 12:25:34 DefaultConnection Logoff OK. Identifier: 'Hostl_computer', [P 192.0.2.3,
& Connection Account 2012-11-15 12:25:34 DefaultConnection Logon QK. Identifier: 'Hostl_computer', [P 192.0.2.3,
a User 2012-11-15 12:12:32 MyDomainadministrator@wisemo.com  User was successfully logged on, IP: 192.0.2.5,

& Darmain 2012-11-15 12:07:47 System Domain 'MyDomain' has been verified.

ﬁ Darmain 2012-11-15 11:38:41 MyDomainadministrator@wisemo.com  Domain 'MyDomain' has been created.

) | M ITI » oM Displaying items 1 - 8 of 8

Use the various filter options to focus on specific events. For example, the filter could be used for
filtering all events by severity level:

Level t‘

All events |

.-YI

l events
Information
Warning
Errars
L1

B S PP

Following fields are shown in the Events view:

Level Specifies severity level. The following severity levels exist:
Information, Warning and Errors.

Category An event could be related to: Domain, User, Connection Account,
Subscription and System.

Event Time Time when the event occurred.

User name Name of user who caused the event.

Message Additional information about the event

The Event log can be used for troubleshooting but also for information about sessions, e.g.:

Connection 55f34556-3733-41df-95d9-822c8a8391a4 with host 'SeE=REssd’ finished. 3560 Kb data transferred during 48 seconds.

Connection 55f34555-3733-41df-95d9-822c8a8391a4 with host '@sE=BEEES' has been started.

All logged events can be exported to an Excel file in CSV
format. To export events, click on the button:

Event history can be cleared by clicking on the 'Clear log'
button. Older log Events are automatically cleared on a regular

basis.
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7. Glossary
= Guest

A WiseMo program from which a user can remote control another computer or device. WiseMo
provides a Guest module for installation on Windows computers, iOS devices and Android devices.
Guest functionality is also available from supported Browsers, for example from Chrome on
Windows PC, Mac or Linux, or from Windows based browsers like IE and Pale Moon.

-l Host

A module installed on a computer or on a device that should be remotely controlled by a user
using a WiseMo Guest. We have a Host module for Windows PCs and Servers, a Host module for
Mac computers, a Host module for devices running Android devices and one for Windows
Mobile/CE devices. The Windows or Mac Host is usually just called "Host". The Host module for
phone and tablet devices is usually called "Mobile Host".

= Mobile

Smartphones, tablets and other appliances are referred to as Mobile Devices. The WiseMo apps
running on them are referred to as the Mobile Host and the Mobile Guest.

=1 Desktop

The WiseMo modules running on PCs and Servers or Mac computers may be referred to as the
Desktop Guest or Desktop Host.

= Host Manager
A tool used for configuring the Hosts. It is installed on your computer automatically when you
install your Windows Host or Mobile Host using the Windows installer (.msi). You can find it on
your PC in the Start menu > All Programs > WiseMo RSM. The Mac Host module has its own
interface to manage configuration settings etc.

=l Configuration Manager
A synonym of the Host Manager.

= Skin
A graphical user interface for remote control of devices. Usually it is an almost exact graphical
representation of the real device that is remote controlled. All skin buttons are "alive" and imitate
the real buttons functions: if you click on a button the same action will be performed on device as
if you click the corresponding button on the real device. WiseMo provides skins for many different
mobile devices and is constantly updating the number of supported devices. Given the huge
amount of mobile devices some devices doesn’t have a Skin yet and a default skin will be used.

=1 Communication profile
A collection of protocol settings for connecting Guests and Hosts. Most of the modules come with
preconfigured communication profiles for TCP, UDP, HTTP and myCloud.

= myCloud communication profile
The communication profile used for connecting computers and mobile devices located in internet
based networks without configuring firewalls, proxies, etc.
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